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Follow-Up to the Open Letter on the Use of Wireless Routers in Residential Colleges: 
Initial Responses, 12 November 2012 

 
On 10 November, I forwarded a letter to the NUS Computer Centre regarding the use of wireless routers in 
the Residential Colleges. In the letter, I referred to an incidence of a disruption to the network in the RCs 
that occurred in October. (For more details, please refer to the appended transcript.) We expressed our 
objection to the stand expressed by IT Care in an email following the incident.  
 
The Director of the Computer Centre replied in the afternoon on 11 November. In the reply, he clarified 
that the Computer Centre’s concerns about the use of wireless routers are ‘signal interface, mis-configured 
routers and security exposure’ and that the Computer Centre ‘will work on the standard user guide’ in 
order to help us address these concerns. They have also expressed the intention to meet to discuss the 
situation. (The email is labelled ‘confidential’, hence my paraphrase.) My reply was as follows:  
 

‘Thank you for clarifying your concerns about our use of the routers. I expect that the forthcoming 
guide will help us to address these issues. Nevertheless, though we understand the Computer 
Centre's concerns better, we would maintain that the AUP specifically states that users 'shall not 
tamper with network points in any way' and that the points should be 'connected to one computer 
only'; this (as you note) does not clearly refer to Wi-Fi routers. We also look forward to the 
discussing the proposal to extend the WiFi coverage in the RCs, and will refer to our faculty/college 
administrators on the possibility of working together on this.’ 

  
The transcript of my reply is also appended.  
 

 

Appendix A: Transcript of Open Letter 
 
To: Director, NUS Computer Centre  
 
On the Use of Wireless Routers in Residential Colleges (Open Letter) 

10/11/2012 12:20 AM 
 
To the Director of the NUS Computer Centre,   
 
We are writing on behalf of the residents of Cinnamon, Angsana and Tembusu Colleges to protest the stand 
taken on students’ use of wireless routers in their private rooms.   
 
The policy was expressed in a 17 September email, ‘Advice on the Setting up of Personal Wifi Network in 
NUS Hall of Residence’, originating from the NUS Computer Centre’s IT Care team. It suggested that 
students were liable to fines and disciplinary action for using wireless routers.  
 
Residents of the RCs received this email following a series of disruptions to the NUSNET network in the days 
prior (a result of these disruptions was that many residents of the RCs were unable to access the internet 
from their rooms for several hours). We refer to the email below: 
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‘An improperly setup networking device like wifi router, could also potentially disrupt the network 
services affecting yourself and your neighbours.  Setting up such devices without prior approval 
violates the NUS ACCEPTABLE USE POLICY FOR IT RESOURCES, which could lead to penalties ranging 
from fines to other more serious disciplinary actions.’ (Refer to Appendix for a transcription of the 
email.) 
 

1. We object to the stand taken because it is neither clearly expressed nor expressly covered by the 

Acceptable Use Policy. 

2. We also object to the fact that our residents' use of wireless routers has been used to justify this 

service disruption. 

3. In the light of this and the importance of Wi-Fi access for our residents, we also request the 

extension of the NUS wireless network to cover the rooms in the Residential Colleges. 

 
Having referred to the Acceptable Use Policy mentioned in the email, we found no mention of either Wi-Fi 
routers or networking devices (these were the terms used in the email). The most relevant point we found 
was the article ‘5.2 Network Connection Policy’, which states that ‘[e]very network connection point shall 
be connected to one computer only. Users shall not tamper with network points in any way, such as 
extending the cable to relocate the point to another room or open area temporarily or permanently, 
thereby blocking it from access by other Users.’ It is unclear that connecting a wireless router for personal 
use in our rooms is in violation of the AUP, given that the article refers specifically to tampering with the 
access points and extending network cables. Given the lack of clarity on the issue, it seems unreasonable to 
suggest that disciplinary action is in order for users of wireless routers.  
 
Many of our residents currently do use wireless routers in their rooms because wireless coverage from the 
NUS network does not extend beyond the level lounges. Residents would be unable to use their netbooks, 
tablets or smartphones from their rooms without access to Wi-Fi. We nevertheless use, and are expected 
to use, our devices for our school work and personal business. It seems unreasonable to deny residents use 
of wireless routers in their rooms if wireless coverage does not happen to extend to their rooms in a 
context where Wi-Fi is considered to be a basic amenity. This is a context in which NUS students have been 
part of pilot programmes in which they use iPads as the platform for submitting and discussing class 
material, and in which computer makers have started to drop support for physical Ethernet ports in their 
products as they consider it to be an outdated standard (one example is the MacBook Air).  
 
We understand from our conversations with the NUS Computer Centre staff that the concern with the use 
of wireless routers is that they might interfere with data transfer over the NUS networks. While we are not 
entirely clear about the technical ramifications of using such devices, we would suggest the following 
alternative measures: 
 

 Extend wireless coverage beyond the level lounges such that students need not use wireless 

routers.  

 As the email highlighted, some of the main problems are incorrectly configured routers and 

unsecured wireless signals. A possible interim solution would be guidelines on the use of routers 

and networks (such as mandating password protection or implementing acceptable security 

standards). Set-up guides, such as the excellent ones produced for the configuration of iOS and 

Android devices for access to the NUS wireless network, could also be useful resources.  
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We also hope that our residents' use of wireless devices will not be used to justify service disruptions, 
especially during this crucial end-of-semester period. We look forward to your response. 
 
 
Sincerely, 
Derek Lim 
President 
USC Management Committee 
 
Tan Ming Jiang 
President 
Tembusu College Students’ Committee 
 
Zulhakim bin Aman 
President 
Angsana College Students’ Committee 

 
Appendix: Transcript of Email from IT Care 
 
(Note: The email was distributed through the Management Office of my residential college.) 
 
Cinnamon Residential College, Management Office <ohsbox9@nus.edu.sg>   

Mon, Sep 17, 2012 at 12:08 PM 
Dear Residents, 
 
 1.      We’ve noticed increasing number of personal wireless networks setup by residents inside their 
rooms, typically by connecting a wifi router to the NUSNET point in their rooms.  A few incorrectly 
configured wifi router by the residents had triggered built-in network security measures to prevent service 
disruption to other users in the same area. 
 
2.      In addition to the potential disruption to the residents and their neighbours, we’d like to highlight 
that there will be risk of unauthorized users exploiting unsecured wireless signals to eavesdrop on data 
transmitted or stored on the student’s computer.  Transactions performed by residents like their facebook 
activities, social chats, etc. might get into the opportunistic preying eyes.  It is also possible for potential 
hackers to obtain your login credential, or identity cookies through this means, causing much inconvenience 
to your personal life. 
 
3.      An improperly setup networking device like wifi router, could also potentially disrupt the network 
services affecting yourself and your neighbours.  Setting up such devices without prior approval violates the 
NUS ACCEPTABLE USE POLICY FOR IT RESOURCES, which could lead to penalties ranging from fines to other 
more serious disciplinary actions. 
 
4.      Should you require any assistance or advice pertaining to the above, please feel free to contact NUS 
ITCare at 65162080, or itcare@nus.edu.sg. 
 
 
Pradap Manohar Mohan 
Service Delivery Manager 
IT Care, Computer Centre, NUS 
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Appendix B: Transcript of Response to the NUS Computer Centre Director 
 
To: Director, NUS Computer Centre 
 
Re: On the Use of Wireless Routers in Residential Colleges (Open Letter) 

12/11/2012 3:13 AM 
 
Dear Tommy, 
 
Thank you for clarifying your concerns about our use of the routers. I expect that the forthcoming guide will 
help us to address these issues. Nevertheless, though we understand the Computer Centre's concerns 
better, we would maintain that the AUP specifically states that users 'shall not tamper with network points 
in any way' and that the points should be 'connected to one computer only'; this (as you note) does not 
clearly refer to Wi-Fi routers. We also look forward to the discussing the proposal to extend the WiFi 
coverage in the RCs, and will refer to our faculty/college administrators on the possibility of working 
together on this. 
 
 
With our appreciation, 
Derek LIM (Mr) 
President 
12th Management Committee 
NUS Students' University Scholars Club 
National University of Singapore 
 

 


